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ABSTRACT

In the present paper, a model-based fault/attack tolerant scheme is proposed to cope with cyber-threats
on Cyber-Physicals Systems. A common scheme based on observers is designed and a state feedback
control based on an aperiodic event-triggered framework is given with control synthesis and condition
on the switching time.

Classical fault tolerant control with Bi-linear Matrix Inequality (BMZ) approaches are used to achieve
novel and better security strategy based on an event-triggered control implementation. The purpose of
using the event-based implementation would be to reduce (limit) the total number of transmissions to
only instances when the networked control system (NCS) needs attention. Simulation results on a real-
time laboratory three tank system are given to show the attack-tolerant control ability despite data de-
ception attacks on both actuators and sensors. A detection/isolation scheme based on residual observers
bank is also proposed.

© 2018 European Control Association. Published by Elsevier Ltd. All rights reserved.
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1. Introduction

Due to a highest degree of connectivity in control systems dur-
ing the past few years, Cyber-Physicals Systems (CPS), and espe-
cially their communication networks, are more and more subject
to malicious intrusions and attacks. Thus, control-specific CPS secu-
rity challenges arise from two perspectives [14]. A first perspective
is given through the conventional information-security approach
(IT) that can be used to prevent intrusions, but attackers can still
affect the system via the physical environment. The second one
is related to the control approach, where attacks can be modeled
as an adversary signals (i.e., like disturbances, unknown inputs,
faults,...) introduced via the internal network by hackers and af-
fecting the sensors and/or actuators data [14,22].

In the present paper, the second approach will be investigated
based on classical fault-tolerant control (FTC) approach and event-
triggered control.

In fact, from a control perspective, to deal with cyber-attacks,
different approaches have been investigated, as for instance
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[5,8,15] and [13]. In the proposed paper, an attack-tolerant con-
trol solution using observers is proposed. The idea would be to
apply the well known FTC approach to security issues. A dynamic
model including the dynamic behavior of the physical process un-
der attacks is considered. If an attack is detected, a control strat-
egy should maintain the process in a desired safe state even under
the attack (“attack-tolerant” control (ATC)) via the so-called event-
triggered control. In order to combine security and safety aspects,
both ideas of FTC and ATC will be combined to an integrated ap-
proach and adapted to the special characteristics of CPS.

The proposed control is inspired by classical FTC and event-
based control. It is based on the comparison between the differ-
ence between the physical process output (that may be hacked)
and its estimate with the difference between the continuous-time
and the sampled control input (obtained thanks to the event-based
approach).

In the present work, in order to lower communication needs,
the introduction of the event-based paradigm is well motivated. In
fact, nowadays, an increasing number of applications of networked
control systems demand the consideration of certain limitations on
the control system design [9], like for instance energy consump-
tion, computation power and communication resources.

In networked control systems, controllers and actuators com-
municate with each other through communication networks.
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In this context, the emerging event-based sampling strategies
[2] have become popular during the past two decades, due to their
capability to maintain the system performance at reduced commu-
nication or computation costs. The basic rationale of the event-
based action strategies is that the sensors and actuators do not
update their actions until certain events happen (for instance, the
difference between the current measurement and the measure-
ment at the previous event time goes beyond a pre-specified level
[12,18].

For the controller implementation, a state observer is designed
as well as an asynchronous or aperiodic event-triggered frame-
work. The event-triggered control system consists of two elements,
namely, a feedback controller that computes the control inputs,
and a triggering mechanism that determines when the control in-
put has to be updated again [9].

The event-based control is mainly introduced for lowering com-
munication needs, i.e., implementing an aperiodic controller means
that sensor and control communications are limited to instances
when the system needs attention, which largely reduces the total
transmission burden and network traffic. The idea is to make the
system broadcasts its control information only when the defined
error exceeds a threshold value. Other methods do exists in or-
der to determine/implement the triggering mechanism/condition.
In [23] for example, an H,, output tracking control problem of the
networked control systems under an adaptively adjusted event-
triggered scheme with stochastic sensor faults is proposed to
choose the necessary packets of sampled data to be transmitted
through the networks. In [17], it is the finite-time event-triggered
H., control problem for Takagi-Sugeno Markov jump fuzzy systems
that was investigated and aimed to reduce the communication bur-
den.

Indeed, the presence of the event-triggers, however, has intro-
duced new and distinct challenges for controller design, and per-
formance evaluation; for instance, stability, optimality are more
difficult to be determined theoretically compared with their peri-
odic counterparts [18]. Here, the stability constraint is solved as
a BMZ (Bilinear Matrix Inequality) feasibility problem using the
Matlab solver PENBMI [11]. The observer and controller synthe-
sis consists in designing the adequate gains ensuring the stability
of the system and the convergence of the estimation errors to an
origin-centered ball.

In the following paper, a model-based fault/attack tolerant
scheme is proposed to cope with cyber-threats on Cyber-Physicals
Systems. A common scheme based on observers is designed and
a state feedback control based on an aperiodic event-triggered
framework is given with control synthesis and condition on the
switching time.

The paper is organized as follows. After a short introduction of
the state of art in Section 1, in Section 2, an observer-based attack-
tolerant control design is considered with the presentation of an
asymptotic stability criterion and an Event-triggered strategy de-
sign. An application of the proposed method is given in the next
section with simulation results on a real-time laboratory three tank
system are given to show the attack-tolerant control ability de-
spite data deception attacks on both actuators and sensors. A de-
tection/isolation scheme based on residual observers bank is also
proposed. Finally, conclusion will be given in the last Section 4.

2. Observer-based attack-tolerant control design

In the following section, a modeling framework to capture dif-
ferent sorts of attack on control systems is considered. Unlike other
[Trsystemsswherercyber=securitysmainlysinvolves the protection of
data-related properties and services, cyber-attacks on control sys-
tems may influence physical processes through feedback actuation.

Therefore, networked control system security needs to consider
threats at both the cyber and physical layers [21].

In the continuity of the contribution [5], and as an extension
of the work presented in [6], a focus is given in the present work
to the data deception attack/corruption due to malicious cyber at-
tacks on both controller and sensors. In fact, since the communica-
tion network may be unreliable, the data exchanged between the
plant and the controller may be altered, resulting in discrepancies
in the data at the plant and controller ends, which modify the con-
trol actions and sensor measurements from their calculated or real
values to the corrupted signals.

In the present contribution, based on the results presented in
[6], an application to a real-time laboratory three tank system
is considered. Simulation results are given to show the attack-
tolerant control ability despite data deception attacks on both ac-
tuators and sensors. A detection/isolation scheme based on resid-
ual observers bank is also proposed in the following extension.

Let us consider a physical plant operation supported by a com-
munication network through which the sensor measurements and
actuator data are transmitted, which at the plant side correspond
to yp(t) and 1(t), respectively with, at the controller side we de-
note the sensor and actuator data by j(t) and u(t), respectively.

Inspired by [20], the physical plant is then modeled in the
continuous-time state-space form:

Xp(t) = Axp(t) + Bii(t)
Yp(t) = Cxp(t)

where x,(t) € R™ is the system state, yp(t) € R"Y the system out-
put and {i(t) e R™ the control input applied to the process. The
system matrices A, B and C are constant and of appropriate dimen-
sions.

System (1) satisfies the following assumption, i.e., the plant has
no transmission to zeros at zero [20,24]:

(1)

Assumption 1. n, >ny and rank([é g]) =Ny +ny

For the design of an attack-tolerant robust control, an observer-
based state feedback controller to drive the output to a given non-
zero constant set-point r is defined:

X(t) = AR(t) + Bu(t) — K, (§i(t) — (b))
P(t) = CR(t) )
u(t) = KX(t) + Kr

where %(t) € R™ is the observer state, j(t) € R™ the observer out-
put and r € R the constant reference signal. The observer and
controller matrices, respectively, K, and K. are constant and of ap-
propriate dimensions, where K; is a feed-forward gain.

Since data deception modifies the control actions and sensor
measurements from their calculated or real values u(t) and y(t)
to the corrupted signals 7i(t) and y(t). The deception attacks are
modeled as:

a(t) £ u(t) +Ma"(0),  y@©) 2y + Ve () 3)

where the signals a“(t) and a¥(t) represent the data corruption
and I'%, TV the binary incidence matrices that indicate which data
channels can be accessed by the hacker (attacker).

An event-triggering strategy is chosen to be applied for the con-
trol design, s.t. the control value is maintained constant as long
as the triggering condition is not satisfied and updated when the
condition is satisfied. For that, we assume the input to be held con-
stant in between the successive re-computation of the control. This
is often refereed in the literature as sample-and-hold and can be
formalized as [10]:

u(t) =u(ty) Vteltytiql.keN (4)
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where the sequence {tx};y represents the instants at which the
control is re-computed.

In the proposed contribution, the so-called a co-design prob-
lem is considered, where the design of both the controller and
the event-triggering rule is performed simultaneously. The design
is addressed where the asymptotic stability is guaranteed by a con-
dition in terms of LMZ.

Under the control sequence (4), the plant model and the ob-
server structure become, respectively:

%p(£) = AXp(t) + Bil(t) 5)
Yp(t) = Cxp(t)
and
K(t) = AR(E) + Bu(te) = Ko (F(6) — 9 (6)) (6)
y(t) = Cx(t)
with the following input:
u(ty) = KR(ty) + K (7)
and the corrupted input given by:
u(ty) = u(ty) + I'Ma" (t) (8)

Let us define the state estimation error, e(t) = xp(t) — X(t), its dy-
namics is then given by:

é(t) = (A+K,C)e(t) + BIUa'(t) + K,IVa () 9)

For a given constant reference signal r, the error dynamics between
the observer state X(t) and its equilibrium point x,, ¢q is given by:

Eeq(t) = (A+ BK:)eeq(t) + BS(t) — KoCe(t) — K IYa? (t) (10)
where §(t) is defined as [19,20]:

8(t) = Kc(eq(ty) — €eq(t)) (11)

and can be seen as a measure of the difference between the
continuous-time and the sampled control input.

Remark 1. In the present contribution, as mentioned previously,
the simultaneous design of the controller and observer gains K,
and K. with the event-based condition is addressed where the
asymptotic stability is guaranteed by a condition in terms of BMZ.
However, regarding the feedforward gain K, it depends on the con-
troller gain K. and is defined by the following:

For the considered constant reference signal r and for an attack-
free case (@¥(t) = 0), the equilibrium point (Xp, eq, Xo, eq) Of (1) and
(2) satisfies [20]:

(A+BK:.)x+BK;r =0

{qu " (12)

CXoeq =T
From (12) and due to Assumption 1, the Moore-Penrose pseudo

A
B] exists such that [2 B] [A B] =T and K; is

. A
inverse of [C 0 ollc o

given by [20]:

K = [-K 1][’3 g} [(1)} (13)

The augmented system (plant and observer error dynamics) is
then modeled by the following state equations:

1(t) = Aan(t) + Baa(t) + Cad (1) (14)

where 7n(t) = (;;2)) a(t) = (g;g;) and the matrices Ay, B; and

C, are defined by:

4 _(A+KC 0
=\ —KC  A+BK
_ (BT K,V
Ba=1{"0 1<0Fy> (15)

()

Since §(t) depends only on the observer variables, it is therefore
available at each instant t and will be interpreted in the following
as an input to the augmented system (14).

In this contribution, our aim is to implement an event-triggered
strategy on the controller (2), i.e., that an event generator algo-
rithm is integrated in the controller to decide whenever the con-
trol signal has to be updated. The event-triggered implementation
of the feedback control thus consists in maintaining the control
value constant as long as the triggering condition is not satisfied
and updating its value when the condition is satisfied [5]. The trig-
gering times t; are then determined thanks to:

ter = min{t >t + T,s.t.f(5(t), n(t) > 0)} (16)

In the following, f will be chosen based on the Lyapunov stabil-
ity theory ensuring an £, attenuation from 4(t) to n(t).

2.1. Asymptotic stability criterion

The observer and event-based controller synthesis consists in
designing the gains K, and K. ensuring the stability of system
(14) and the convergence of the errors 7n(t) to an origin-centered
ball as proposed in Theorem 1.

Theorem 1. For some given parameter W, under the event-triggered
scheme (7), there exists an observer-based feedback controller (2) for
the system (1) ensuring the convergence to a desired constant ref-
erence with a converging estimation error toward an origin-centered
ball of radius bounded by p, with an L, performance index matrix

= (%1 )92) from 8(t) to n(t), if there exist matrices P = PT > 0,

Ko, K¢, positive scalars o and p, solution of the optimization prob-
lem:

Mmingpg g, k) P St

Q I
<I —,01> <0 17)
a¥ <p (18)
with

_ (AIP+ PAq+a~'PBBIP PG,
Q= ( cIp r (19)
Proof 1. Let us define the following Lyapunov function:
V(t) =n" (OPn () (20)
where P = PT > 0. According to (14), its time derivative is given by:
V() = n" () (ALP + PA)1 (£) + a” ()B] P (t) (21)

+1" (€)PBaa(t) + 8T (6)CGPy(t) +n' (£)PCA(¢)
Based on the following lemma:

Lemma 1. Consider two matrices X and Y with appropriate dimen-
sions and « a positive scalar. The following property is verified

XY +Y™X < aX™X + a7 1YTY (22)
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and the following assumption:
lla®I? < W, ¥ =0 (23)
The Lyapunov derivative is then bounded by:

V(t) < 0" (t)(AIP + PA)N(t) + oW + o~ 'nT (t)PB.BL P (t)

+8T(£)CaPn(t) + 1T (£)PCS () (24)
the £, attenuation from §(t) to n(t) is satisfied if:
V() +nT(e)nt) —8T()I8() <0 (25)
which leads to:
xI()Qxq(t) + ¥ <0 (26)
with xq(t) = (gg;) and Q = (AaTP"‘PAaCEI‘;F]PBaBgP iﬁf)
Let us define
B = min{Anmin (-Q)} (27)
and
y = max{aV} (28)

where Ap,;(M) and Amgx(M) correspond to the smallest and largest
eigenvalues of a matrix M, respectively.

Since v and V¥ are both positive scalars, it follows that (26) is
true for

Q<0 and ||xa<r>||§>§ (29)

which means that, according to the Lyapunov stability theory
[4,25], x4(t) is uniformly bounded and converges to an origin-

centered ball of radius ,/ g
In order to improve the convergence criterion, the objective is

to minimize the convergence radius ,/ g We have:

- y is bounded by p from (28) and (18).
+ From (17), with a Schur’s complement, it obviously follows that:

1/p)I < -Q (30)

implying that all the eigenvalues of (—Q) are larger than 1/p.
As a consequence, 1/p < 8 holds, and finally the radius of the
ball is bounded by p.

2.2. Event-triggered strategy design

In an event-triggered implementation, the input signal of the
plant u(t) is not transmitted to the controller at every sampling in-
stant, rather this is done only at the transmission times that are
denoted by t,. As mentioned previously, the event-triggered im-
plementation of the feedback control consists in maintaining the
control value constant as long as the triggering condition is not
satisfied and updating its value when the condition is satisfied.
The triggering times t;, are then determined based on the following
strategy:

It is assumed that the input signal is transmitted only when the
following condition:

&, (D&, (t) - 18T (0)8(t) < 0 (31)
is not satisfied, with ey (t) = j(t) — y(t); i.e., when

&) (18 (te1) — 1187 (61)8 (B1) = 0

assuming that the initial values satisfy the inequality (31).
Hencejrinvoursframework;rarcontrolvinputyis transmitted only

when the difference between the latest transmitted value and the

current calculated input is sufficiently large as compared to the

Fig. 1. Physical structure of the three-tank system.

current value. Hence, in this setup unnecessary usage of the trans-
mission bandwidth and data overloading are avoided [7].

It should be noted that condition (31) comes from the £, atten-
uation previously used for the stability proof. Indeed, the attenua-
tion matrix I from §(t) to n(t) may be chosen as a diagonal matrix

I'= (761 )92) with an attenuation rate of ,/y; on e(t) and /), on
Eeq(l).

Considering the attenuation on the state estimation error, we
can write:

el (He(t) — 18T (t)8(t) <0 (32)
which is equivalent to have:

lle@®113 < yil18 (@113 (33)
The updating condition is then given by:

lle®113 = »1 1180113 (34)

From the definition of ey (t), we can write:
gy (t) =y(t) —J(t) = e(t) + IV (t) = |lgy (D)5 = |le(®)|I5 (35)
(34) become:

1y (113 = lle®113 = »1 1180113 (36)

which is equivalent to the violation of condition (31).
3. Application

In order to illustrate the efficiency of the proposed approach,
simulations are conducted on a real-time laboratory three tank
system. A Matlab/Simulink environment with characteristics as
close as possible to the real time system is used for the simulation
part. The considered AMIRA DTS200 laboratory equipment [1] con-
sists of three interconnected cylindrical tanks. Valve positions are
controlled and measured by electrical signals, which allows precise
positioning.

In the conducted experiment, the process is supposed to be
connected to the network for receiving the controller order and
sending the sensor measurements, which makes it hackable via
data deception attacks.

The experimental setup is based on a pilot three-tank system,
manufactured by “AMIRA” industry (Fig. 1). The plant consists of
three cylinders Ty, Ty, T3 with cross-section S. These are connected
serially with one another cylindrical pipes with a cross-section Sj.
The out-flowing liquid (usually distilled water) is collected in a
reservoir, which supplies the pumps 1 and 2. Here, the circle is
closed. The three water levels (in m) are denoted h;, h, and hs.
They are measured via piezo-resistive pressure sensors. Q; and
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Q, (in V) are the flow rates of the pumps 1 and 2. The pumps
are rotational-speed controlled such that a well-defined incoming
mass flow corresponds to the reference input introduced by the
pump controller. The fault in this study models a leakage in the
third tank.

The implemented controller is the one given by Eq. (4) corre-
sponding to the combination between the observer state feedback
and event-based approach.

To model the dynamics of this multiple-input/multiple-output
system, the Torricielli rule is used. The following model (37) is de-
duced from the nonlinear model using a first-order approximation
around an equilibrium point.

Xx(t) = Ax(t) + Bu(t)

7
{y(r):Cx(n G7)
where u=(Q QZ)T is the controlled inputs and y=

(h1  hy h3)T represents the measured outputs.
The system matrices are the following:

7](1 aqo 0
A= 0 —k3a30 — kzazo
kyaio ksaszo

1 0
B:%O 1
0 0

w;, k; and a;y for i=1,2,3 are constant parameters and the
nominal values of the outflow coefficients. k; are defined as fol-

kiaio
ksazg

), C=hL
—kqaioksasg

lows:
K Sn\/28 K Sn\/28 K Snv/28 (38)
1= ——F—— K2 = , K1 =
25,/hs — hj 25,./hs 25./h; — h

where {h}, h}. hi} denote an equilibrium point set and g the con-
stant gravity.

The numerical values are given S=0.0154m? S, =
510°m2, hymex =60 cm,a; =04, a; =0.3, a3 =0.2, hi =40 cm,
h; =20 cm, hj =30 cm

The proposed control law is applied to the three-tank system
model. In order to appreciate the effect of the feedback and event-
triggering parts, simulations results from a nonlinear simulator is
first presented, ignoring the measurement noises and the effect of
the DAC-DCA. The numerical method used to solve the integration
and differential equations is based on the Euler method with a
sampling period equal to T; = 10 ms. This configuration (also used
in previous application [3]) is retained since they correspond to the
one used for the real experiments.

The considered experience corresponds to the following simu-
lation: The system starts at the equilibrium point hj, h% and h3,
respectively, equal to 0.4 m, 0.2 m and 0.3 m, a change of refer-
ence occurs at t = 200s, the new references to attain being fixed
to 0.44sm, 0.22sm and 0.33 m for the three outputs. A simple sec-
ond order polynomial path planing is also implemented for each
output to track. Then, a sinusoidal variation of the outflow coeffi-
cients is simulated for t > 200s.

We consider the worst case scenario, meaning both controllers
and sensors may be hacked. In this case, the binary incidence ma-
trices that indicate which data channels can be accessed by the
attacker I'* and I'V are equal to the identity matrix I. The event
condition rate W is chosen to be equal to 0.1. Two data deception
attempt are generated, on the first actuator for t > 700 s and first
sensor for 400 <t < 700 s.

Since (19) is still in a BMZ form, a classical solution would be
to linearize this constraint by applying well-known methods like
the Schur’s complement for example. However, the main drawback
introduced by these methods is the conservatism which makes

045

04 1 | | | | | | |
0 100 200 300 400 500 600 700 800 900

0.2

i} J 7
0 100 200 300 400 500 600 700 800 900 1000
0.34 T T T T T T T T T

=

00

Tanks level and their estimates (m)

03 [ 1 I I I I I I I il
0 100 200 300 400 500 600 700 800 900 1000
Time (s)

Fig. 2. Tanks level and their estimates.

«10%

Pump 1 and 2 flow rate (m 3/s)

4 1 1 1 1 1 1 1 1 1
0 100 200 300 400 500 600 700 800 900 1000
Time (s)

Fig. 3. Pump inputs.

it difficult to find a feasible solution. For that, inequality (19) is
solved here using some dedicated toolbox for BMZ optimization
problems.

For the considered example, the problem solution under the
BMT constraint was obtained with the use of the PENBMI solver
and Matlab software. In fact, PENBMI [11] is a solver for opti-
mization problems with quadratic objective and bilinear matrix in-
equality constraints. The algorithm combines ideas of the exterior
(penalty) and interior (barrier) methods with the Augmented La-
grangian method and is aimed at small to large-scale dense and
sparse LMZ and BMZ problems.

K — —10.2938 0.6375 —7.0241
¢~ \ 0.0075 —73.4571 56.8218 )’
—-0.3173 0.0001 -0.0111
K, = 0.0001 -0.3151 0.0001

—0.0111  0.0001 -0.3106

The obtained results (tanks level) are illustrated in Fig. 2, where it
shows that despite of the attacks, the control is efficient as well as
the estimation. The input is illustrated in Fig. 3, where the effect of
the triggering control appears at each time the attack is launched.

An attack detection and isolation strategy is also performed in
order to localize the data deception attacks. As for the Fault Detec-
tion and Isolation (FDI), the core element of model-based Attack
Detection and Isolation (ADI) is residuals generation [16].

A first step would be the residual generation based on the full
state observer designed previously. In theory, the residual signals
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Fig. 4. Residuals.

(i.e., the output estimation error) are null (or exponentially con-
verge to zero) under normal operating conditions of the system
and it will be stated as healthy. The following Fig. 4 is then ob-
tained.

As it is shown in Fig. 4, based on the residual shape, one can
clearly see an anomaly between time slot 400s <t <700 s and t >
700s. Now, for the isolation task, the so-called observer bank will
be designed.

As presented in [16], one approach to fulfill the attack/fault iso-
lation task is to design a set of structured residuals. Each residual
is designed to be sensitive to a subset of attacks/fault, while re-
maining insensitive to the others. The design procedure consists
into a setup of a bank of observers and to design the correspond-
ing residual generators according to the considered interactions, i.e.
making each residual sensitive to all but one fault.

With this bank of observers, a bank of residuals based on out-
put estimation error is defined r(t) = y(t) — y(t). A fault signature

35

localization based on the residual shape is the considered. In order
to generate appropriated fault indicators, the residual signal struc-
turing can be obtained by replacing the use of only one observer
by the use of a bank of observers where each observer is driven by
a partial set of the available signals [5].

In order to generate appropriated attack indicators, the residual
signals obtained are depicted in Fig. 5.

From the depicted figure, for the first bank observer where the
residues are obtained from a partial observer (based only on the
second and third output), a clear disturbance appear at t > 700s
on residues 1y = J12 — Y12 and r3 = ¥13 — Y13, Which corresponds
to the first actuator attack. From the second bank observer (based
only on the first and third output), a two steps disturbance ap-
pears on the first residual 157 = §21 — ¥21, which corresponds to the
first actuator attack at t > 700s and first sensor attack at 400s <
t < 700s. Finally, for the third bank observer (based only on the
first and second output), both effects of the sensor and actuator
attacks appear respectively at 400s < t < 700s and t > 700s, which
confirms the previously obtained figure.

4. Conclusion

In the presented paper, an attack/fault tolerant control based on
event-triggered control system was presented. The observer based
state feedback controller ensures the convergence to a desired con-
stant reference with an converging estimation error toward an
origin-centered ball of an optimal and bounded radius. The trigger-
ing mechanism that determines when the control input has to be
updated again is deduced when the error exceeds a chosen thresh-
old value.

The proposed design was applied to a real-time laboratory three
tank system subject to data deception attempt on sensor and ac-
tuator, with satisfying control results. An attack detection/isolation
design based on a structured bank of observers with convincing
results was also presented.

1)l

Observer bank 1

2

0200 400 800 1000 0

800 1000 0 600 800 1000

Observer bank 2

Observer bank 3

L L

-0.02 : : : ] 4 :
800 1000 0200

400

20 . . . .

600 800 1000 0

Fig. 5. Bank observer residuals.
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